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For IT Infrastructure & Operations Professionals

ExECuTIvE SummARY
Cloud computing platforms are more than just shared, multitenant infrastructures on the public 
Internet. There are actually three infrastructure-as-a-service cloud deployment options available to 
enterprises today, each with unique characteristics and economics that can help optimize application 
and service deployment objectives. Public clouds, the first option, can deliver the best economies 
of scale, but their shared infrastructure model can limit configuration, security, and SLA specificity, 
making them a less-than-ideal fit for services using sensitive data that is subject to compliancy or safe 
harbor regulations. Internal clouds, the second option, sit within your data center and behind company-
built protections, but they typically have modest economies of scale due to funding limitations and tend 
to be less automated. Hosted clouds, the third option, lie between these two, providing more custom 
protections like an internal cloud but with the greater economies of scale of being a service from a 
cloud provider. Hosted clouds are walled off with enterprise-class protections but managed as a pool. 
Enterprises should build a strategy that leverages all three options via virtual private cloud technologies, 
resulting in a hybrid cloud strategy that optimizes business service deployment efficiencies.  
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TO WhiCh TYPe OF CLOuD WiLL YOu DePLOY YOuR APPLiCATiOnS?

The answer to this question depends on your needs, sensitivities, and desires from an infrastructure-
as-a-service (IaaS) cloud computing platform. While Amazon’s Elastic Compute Cloud (EC2) is 
the best known cloud platform on the market today, it’s certainly not the only one.1 Nor are public 
clouds the only options for deploying your applications into an on-demand, flexible environment. 
There are three IaaS cloud platform instantiations (see Figure 1):

· Public clouds are shared infrastructures with pay-as-you-go economics. Public clouds are 
easily accessible, multitenant virtualized infrastructures that are managed via a self-service 
portal. Their main benefit is the ability to deliver superior economies of scale to customers, as 
the infrastructure costs are spread among all users, giving each individual client an attractive 
low-cost, pay-per-use model. They are managed and supported by the cloud provider and 
are typically homogeneous infrastructures, meaning all customers share the same pool of 
infrastructure with limited configuration, security protections, and availability variances. 

· Internal clouds are pools of resources inside the corporate data center. Internal clouds are 
multitenant infrastructures with typically all the same characteristics of a public cloud but 
hosted within the safe confines of your own data center. These deployments are able to leverage 
more of the company’s standard processes and protections but tend to be limited in size and 
scale, as IT ops must incur the full capital and operational costs for the physical resources 
beneath the cloud platform. These environments are best for applications for which you want 
complete control and configurability of the infrastructure and security. This most often applies 
to applications that manage sensitive information such as proprietary product designs, patient 
records, and customer payment information and that are subject to strict compliance standards.

· Hosted clouds are dedicated pools of resources managed by a service provider. Hosted 
clouds offer the best of both worlds — a multitenant cloud infrastructure atop rented resources 
but walled off and dedicated to a single client. These environments help an enterprise avoid 
the capital and operational expense of an internal cloud, growing and shrinking the size of 
the cloud as needed by simply renting more resources (often added via a pay-per-use model) 
but providing more custom service-level agreements (SLAs) and security configurations not 
found on public clouds. They give enterprises a more flexible deployment area where they can 
adjust the security as needed, specify the infrastructure elements to be used and the SLA to be 
applied, and set other constraints not available to them on a shared public cloud. Plus, the cloud 
is managed by the service provider rather than by IT ops.2 However, the economics of hosted 
clouds are more akin to traditional managed hosting than public clouds since the servers that 
make up the cloud are typically fully dedicated to one customer. 
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Figure 1 Each Cloud deployment Option Has Its Advantages

Source: Forrester Research, Inc. 54043 
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The Case For hosted Clouds

Enterprises are typically accustomed to having direct and complete control over their deployments 
and configuration decisions and having greater flexibility in what assets to use, when they can use 
them, and for how long. Managed service providers have traditionally fulfilled these unique needs for 
enterprises, as they typically are more malleable than a public cloud.3 But dedicated hosting is under 
pressure from clouds as customers are pushing back on fixed-price, fixed-time-frame agreements.

More than provisioning control, you also get tiers of service. Service providers can offer a wider menu 
of cloud services, quality of service (QoS) levels, high availability (HA) and disaster recovery (DR) 
choices, and simple bridges to their persistent services — dedicated virtual and physical hosting.

An example Of hosted Cloud: Savvis Cloud Compute 

Several managed service providers (MSPs) are delivering hosted cloud solutions today, including 
AT&T, HP, IBM, Sprint, Terremark, T-Systems, and Verizon, with many more planning offerings in 
the next 12 months. Here’s a look at one of these offerings that serves as a good example of the value 
proposition these companies are putting forth:

Savvis caters mainly to large enterprises, providing specialized dedicated and virtual server hosting 
solutions. The first iteration of its Savvis Cloud Compute platform is aimed at providing its installed 
base with a multitenant public cloud service — similar to that offered by many other hosting 
providers today. To this it has added a hosted private cloud offering that takes a series of dedicated 
physical systems rented by the client, walls them off per the client’s specific requirements — similar 
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to how they dedicate servers to clients today in traditional managed hosting — then lays down a 
VMware-based cloud-computing infrastructure that is managed by Savvis. The client gets a self-
service portal as it would from a public cloud, but deployment is into this protected, hosted pool 
that no other client can access. Since the customer is already paying a fixed amount for the physical 
systems that make up this private cloud, pay-per-use metrics result not in a bill but in an accounting 
of use of this pool that can be used for internal billing or cost allocation purposes, if applicable. 

The benefits of this hosted private cloud running at a service provider’s data center is that if the client 
needs to grow or shrink the pool, the hosting company can simply provision or remove physical 
systems from its hosted cloud either by adjusting the dedicated pool size or by letting the customer 
temporarily access a set of shared resources billed by consumption, just like in a public cloud. 

BRiDge CLOuD BOunDARieS WiTh ViRTuAL PRiVATe CLOuDS

All the above implementations are examples of cloud infrastructure deployments. There are also 
solutions for tying together resources within or across these deployments. Virtual private cloud is a 
technique for extending your organizational trust boundaries over a series of resources regardless of 
their deployment.4 It builds off the basic concept of a virtual private network (VPN) but is a more 
robust networking concept that lets you define and control addressing, topology, protocols, and 
encrypted communications for instances deployed to cloud computing platforms. Virtual private cloud 
technology defines the network security boundaries for the business service and the locations (types of 
deployments) where elements of these services can be placed or moved. These solutions can be 
enabled by two types of offerings: 1) those that focus on the network security layer such as CohesiveFT 
and Enomaly, and 2) those that abstract the application tier across cloud deployment boundaries like 
Appistry CloudIQ and Elastra.5 There are several uses for this technology, including (see Figure 2):

· Stretching business services across a hybrid cloud scenario. You may want to take advantage 
of cloud-computing platforms for some elements of a service-oriented architecture-based 
business service, but you want other elements to remain within your own walls. Virtual private 
cloud technology lets you tie these elements together in a common address space sitting under 
common VPN or application management protections. You can use this technology to bring 
together resources spread across cloud deployments as well, such as a public cloud in the US 
and another in Asia, or to seamlessly link instances in your data center, at a traditional hosting 
company, at a colocation facility, and within a public cloud.

· Addressing peak traffic periods by cloud bursting. Hosting a persistent service on a pay-per-
use platform may not be the best economical decision. At $0.20 per CPU-hour for one virtual 
machine (VM), that totals up to $144 a month. This is more than many traditional hosting 
companies charge for a dedicated VM. But adding VMs on the fly during predictable peak 
traffic periods is a good use of a cloud computing platform. Virtual private clouds let you spread 
load balancing and a common address pool across infrastructures so you only instantiate VMs 
in the cloud when you really need them — keeping the pay-per-use bill at $0 otherwise.
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· Turning on multicast protocols. Some public clouds don’t allow multicast communications 
because they can negatively affect network performance and it can be very tricky getting these 
protocols to work across cloud boundaries. But some applications — grid engines, caching 
solutions, and clusters, for example — require these protocols to function. A virtual private 
cloud network enables the use of these protocols across deployment environments or within a 
single cloud deployment without unleashing a multicast storm.

· You want to monitor your cloud deployments like any other data center resource. Virtual 
private clouds let you set up overlay networks for specific scenarios such as connections back to 
the network operations center or a remote service provider like Infosys. You can also use this 
technique to link a collection of VMs at a public or private cloud to a specific VLAN, corporate 
department, or other subset of your infrastructure or user base as needed.
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Figure 2 virtual Private Cloud use Cases
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of server virtualization and the scale-out deployment model. but this evolutionary path isn’t 
a fit for all applications, and the multitenant public model is definitely a mismatch for many 
applications, types of data, and business cases today. There are many applications that require 
the close coupling of resources that can only be fulfilled from within a single scale-up system. 
Others require super-low latencies between components and are a best fit for an Infiniband-
based architecture. Still others, such as relational database clusters, are best deployed outside 
of cloud designs today. And frankly, the thought that we would wholesale up-and-move our 
legacy infrastructures is rather ludicrous. What is truly evolving here is a widening portfolio of 
infrastructure deployment options that help enterprises match the infrastructure to the needs of 
the application more efficiently and cost effectively than has been possible before. 

It’s the integration between these deployment infrastructures that delivers the greatest value. 
Therefore, we recommend that you:

· View cloud platforms as a portfolio of deployment options. look at creating a portfolio 
of cloud resources, composed of public, internal, and hosted cloud deployments linked 
together with traditional deployments via virtual private cloud. look for ways to optimize 
(and automate) the deployment and management of your business services where most 
appropriate based on the application requirements and business/IT policies. You definitely 
want to learn to walk in cloud environments before going hog wild and spreading services 
across lots of cloud deployments, but as you gain experience, begin to craft a strategy that 
streamlines deployment expenses in much the same way that you optimize your Web site 
deployment. The ultimate goal is to speed IT service delivery while reducing costs.7

· Partner with enterprise architects to get the deployment model right. Your Web 
infrastructure likely spans your data center, a content delivery network, and a hosting 
provider — each chosen for what they do best and connected to deliver optimum 
performance and customer experience.8 Approach cloud computing in the same way. Work 
with your enterprise architects to determine what types and portions of applications and what 
data sets are the best fit with the specific cloud deployment options discussed here and create 
joint policies to guide appropriate use as new applications are built or readied for the cloud. 

· Build a security model and policy with your CiSO. Work with your security and risk 
management professionals to understand what protections must be taken for what types of 
data so you can determine where applications can safely be deployed. Create and publish this 
as a policy for all application development professionals to help guide their use of cloud 
resources. Also, use this guide to set the SlAs for your private cloud, whether internal or hosted.

· Ask your hosting providers about their cloud plans. You likely have relationships with one 
or more hosting providers today. Get an understanding of what cloud services they provide 
or plan to provide to you in the future. determine if a hosted cloud is a possibility from these 
vendors, what degree of configurability is available, and if they can provide virtual private 
cloud services between your data center and their cloud offerings. 
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enDnOTeS
1 While the excitement about cloud computing centers on Amazon Elastic Compute Cloud (EC2) and other 

public cloud infrastructure offerings, many enterprise infrastructure and operations professionals are taking 
this concept in-house and building their own internal clouds. There’s a growing list of vendors eager to help 
you deploy an internal cloud, but be sure you understand that by themselves these deployments may only 
have limited value and appeal. See the April 13, 2009, “Deliver Cloud Benefits Inside Your Walls” report.

2 Alternatively, an internal IT ops team could instantiate and manage the cloud infrastructure themselves 
by simply asking the hosting provider to wall off a selection of dedicated servers for this purpose. This 
approach is valuable if the enterprise wishes to use a particular cloud infrastructure that is not supported or 
is resold by the hosting provider. 

3 Managed hosting is a broad term, but it generally refers to a service that offers fully managed, bare-
metal servers in the vendor’s own data centers. It might sound like outsourcing — after all, it’s an outside 
organization running things in an outside data center — but it’s far more modular. You can choose which 
servers and applications you don’t want to run yourself, rather than have everything passed off to an 
outsourcer. See the February 19, 2009, “Let Someone Else Manage Your Data Center” report.

4 Credit should be given to Reuven Cohen, founder and CTO of Enomaly, for coining the term “virtual 
private cloud” in his blog, ElasticVapor. Source: Reuven Cohen’s blog (http://www.elasticvapor.
com/2008/05/virtual-private-cloud-vpc.html). 

5 A subset of virtual private cloud capabilities is also available from some cloud providers and cloud 
management software suites such as RightScale’s Cloud Management Platform.

6 Nicholas Carr, The Big Switch: Rewiring the World, from Edison to Google, W.W. Norton & Company, Inc., 2008.

7 The key is in determining what services have the greatest business impact and who can best deliver the 
underlying infrastructure services in support of these needs. This requires broadening your options from 
just in-house and traditional outsourcing to include software-as-a-service, cloud services, cloud computing 
platforms, and managed services, as well as all the traditional options, and connecting them via Web 
services, APIs, and open standards. See the March 19, 2009, “Hollow Out The MOOSE: Reducing Cost 
With Strategic Rightsourcing” report.
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8 To optimize the infrastructure for blazing fast Web site response, follow these four best practices: 1) 
Measure early and often; 2) cache smart and cache often; 3) architect for scale-out; and 4) partner with 
application development professionals. These best practices are not just about infrastructure; they are 
also about jointly developing and executing your ongoing performance management strategy with the 
application development professionals rather than passing the problems back and forth with the requisite 
finger-pointing. See the August 15, 2008, “Best Practices: Blazing Fast Web Site Infrastructure” report.

http://www.forrester.com/go?docid=46791&src=54043pdf


Forrester Research, Inc. (Nasdaq: FORR) 

is an independent research company 

that provides pragmatic and forward-

thinking advice to global leaders in 

business and technology. Forrester 

works with professionals in 19 key roles 

at major companies providing 

proprietary research, consumer insight, 

consulting, events, and peer-to-peer 

executive programs. For more than 25 

years, Forrester has been making IT, 

marketing, and technology industry 

leaders successful every day. For more 

information, visit www.forrester.com.

Australia

Brazil

Canada

Denmark

France

Germany

Hong Kong

India

Israel

Japan

Korea

The Netherlands

Switzerland

United Kingdom

United States

Headquarters

Forrester Research, Inc.

400 Technology Square

Cambridge, MA 02139 USA

Tel: +1 617.613.6000 

Fax: +1 617.613.5000

Email: forrester@forrester.com

Nasdaq symbol: FORR

www.forrester.com

m a k i n g  l e a d e r s  S u c c e s s f u l  E v e r y  d a y

For a complete list of worldwide locations,
visit www.forrester.com/about.

Research and Sales Offices

54043

For information on hard-copy or electronic reprints, please contact Client Support 

at +1 866.367.7378, +1 617.613.5730, or clientsupport@forrester.com.   

We offer quantity discounts and special pricing for academic and nonprofit institutions.

www.forrester.com
mailto:clientsupport@forrester.com

