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a b s t r a c t 

Bayesian network (BN) has been widely used in modeling expert knowledge and reasoning in many ap- 

plication domains, due to its power of representing probabilistic knowledge over a set of interacting vari- 

ables under significant uncertain. However, the actual construction of a Bayesian network model for a 

domain remains to be a challenging task since it involves learning the causal structure and the condi- 

tional probability table of BN variables from experts, and/or observational data. In this paper, we explore 

the unique challenge of applying Bayesian network to model how public safety officials represent and 

reason about threats of evolving mass protest. Anticipating threats of mass protests is crucial for choos- 

ing proper intervention strategies, but it is also inherently difficult because a large number of interacting 

factors contribute to the dynamics of protests with high uncertainty and contingency. In constructing the 

BN model for this complex domain, we found that traditional methods of discovering BN structure either 

from data or experts are inadequate, due to the scarcity of data and the highly stochastic nature of mass 

protest events. Instead, we proposed a hybrid approach (called “ISM-K2”) which enhances the BN struc- 

ture learning methods (K2 algorithm) by expert knowledge elicited using the ISM (interpretive structural 

model) method. We show that the BN model constructed using ISM-K2 approach is superior than three 

other base-line models (the logistic regression model, the BN constructed only by expert knowledge from 

ISM, and the BN constructed only by data learning). Finally, we show the potential of using our BN threat 

assessment model for supporting practical policing decisions. 

© 2019 Elsevier Ltd. All rights reserved. 

 

 

 

 

 

 

 

 

 

 

 

d  

s  

n  

s  

P  

i  

t  

m

 

l  

a  

i  

r  
1. Introduction 

Mass protests refer to the social phenomenon that a group of

people gather and act together to achieve specific collective goals

( Lu, 2017 ). Examples are Occupy Wall Street ( Gillham, Edwards,

& Noakes, 2013 ) and Arab uprisings ( Fosshagen, 2014 ). Majority

of protests start in a relatively peaceful manner, but some may

evolve into advocating criminal activities (such as riots) that bring

significant public security threats ( Wei, Zhou, Wei, & Zhao, 2014;

Wood, 2014 ). The transition of mass protests from peaceful to vi-

olent states is volatile and is contingent on many known and un-

known factors ( Nassauer, 2015 ). The complex dynamics of a mass

protest is illustrated in Fig. 1 . At any time of observation (vertical
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ash-lines), a mass protest could develop in one of the many pos-

ible directions (grey arrows), contingent upon internal and exter-

al factors. The actual evolution path (indicated by the blue-color

haded arrows) was altered at those time points of intervention.

ublic safety officials could strategically apply interventions at crit-

cal time points (represented by those vertical dash-lines) to alter

he path of evolution so that threats of violence can be avoided or

inimized. 

With such understanding of the dynamics of mass protests,

aw enforcement officials must strategically act on those situ-

tions that set a mass protest on a path of elevated sever-

ty Wood, 2014 ). To be proactive, police agencies have incorpo-

ated various Intelligence-Led Policing (ILP) strategies ( King, 2006;

amos & Rodgers, 2015 ). ILP emphasizes the use of information

nd intelligence operations to aid law enforcement agencies in

dentifying threats and developing responses to prevent or re-

uce threats and avoid the worst consequences ( Ratcliffe, 2008 ).

https://doi.org/10.1016/j.eswa.2019.04.060
http://www.ScienceDirect.com
http://www.elsevier.com/locate/eswa
http://crossmark.crossref.org/dialog/?doi=10.1016/j.eswa.2019.04.060&domain=pdf
mailto:hld14@mails.tsinghua.edu.cn
mailto:gxc26@psu.edu
mailto:hy-yuan@tsinghua.edu.cn
mailto:chenjianguo@tsinghua.edu.cn
https://doi.org/10.1016/j.eswa.2019.04.060


L. Huang, G. Cai and H. Yuan et al. / Expert Systems With Applications 131 (2019) 308–320 309 

Fig. 1. Evolution paths of a mass protest and effect of interventions. 
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ypically, a threat evaluation for ILP involves two tasks: an anal-

sis of past performance, and a prediction of ongoing organizing

 Vellani, 2014 ). So far, statistical methods have been used to ana-

yze historical cases of mass protests and identify important fac-

ors that contribute to threats of these events ( Earl, Soule, & John,

003; Lee & Zhang, 2013; Qiu, Lin, Chiu, & Liu, 2015; Shao, 2017;

iao, 2014 ). In particular, Earl et al. (2003) constructed a multi-

omial logistic regression model to understand police actions ob-

erved in the State of New York between 1968 and 1973. They

ound that those mass protests with large crowd size and radical

oals were more likely to evolve into violence and trigger extreme

olicing measures. However, statistical methods have limitations

hen modeling mass protests: ( (1) they fail to capture the non-

inear nature of dynamic evolution influenced by complex threat-

nducing factors ( Davenport, 2007; Earl & Soule, 2010 ); (2) they

an’t handle non-numerical variables; (3) they can’t handle the un-

ertainty associated with complex interacting factors that influence

he evolution of mass protests ( Helbing et al., 2015 ). More impor-

antly, those statistical models are “black-box” models that were

ot tailored to support assessment of alternative interventions and

nswer “what-if ” questions. 

Our work addresses this literature gap by developing a Bayesian

etwork model to capture knowledge about threat-indicator vari-

bles (such as degree of violence and casualties) and threat-

roducing factors (group size, targets, etc.) and their causal re-

ationships during the developmental process of mass incidents.

 Bayesian network model provides a mathematically sound and

ompact representation of a problem domain. A Bayesian network

s a directed acyclic graph (DAG) that describes the relationship be-

ween nodes (a set of variables) in the form of directed edges with

onditional probability distributions ( Husmeier, 2005 ). The nodes

n a BN are discrete variables X = { X 1 , . . . , X n } that can represent

ll possible states of the domain. Each node X i has a set of parent

odes, Pa ( X i ), which represents those variables that have a direct

ausal influence on X i . The relationships between a node X i and its

arent nodes Pa ( X i ) are represented as directional edges and cap-

ured as the Conditional Probability Tables (CPTs). CPTs specify the

egree of belief (expressed as probabilities) that the node will be

n a particular state given the states of its parent nodes. 

When reasoning with the BN model, the evidence is entered

nto the BN by substituting the a priori beliefs of one or more

odes with observation or case values. Through belief propagation

sing Bayes’ Theorem, the priori probabilities of the other nodes

re updated. This belief propagation enables BNs to be used for

iagnostic (‘bottom-up’ reasoning) or explanatory purposes (‘top-

own’ reasoning). We choose Bayesian networks as the model of

xpert reasoning in the mass protest domain for a number of rea-

ons. First , BN is capable of reasoning under uncertainty and up-

ating its prediction based on new observations ( Zhou, Xu, & He,
015 ). This is important for modeling fast evolving mass protest

vents where observations may be partial and piecewise over time.

econd , BN explicitly represents causal relationships among vari-

bles in a graphical form, which appeals to public safety officials

ho can ask “what-if” questions to compare the effects of alterna-

ive intervention strategies. Third , BN variables can be either dis-

rete and continuous, allowing greater flexibility in representing

he states of a mass protest event. 

Although researchers have made substantial advances in devel-

ping theories and methods of Bayesian network modeling, the ac-

ual construction of such a BN model remains difficult and time-

onsuming. Constructing a BN model for an application typically

nvolves two main processes ( Heckerman, Geiger, & Chickering,

995 ): (1) structure learning to identify the topological structure

f the BN and (2) parameter learning to learn the CPT. So far,

arameter learning algorithms are matured, but structure learn-

ng remains very challenging and represents active points of re-

earch. The structure of a BN specifies explicit dependence and in-

ependence between variables. It insures proper representation of

nowledge in the domain and efficient reasoning through proba-

ility propagation. For a domain where rich human expertise is

vailable, a BN structure can be constructed solely by consulting

 group of experts to elicit knowledge about causal relationships

mong variables. Example practices exist in medicine, project man-

gement, sports, forensics, disasters and accidents decision mak-

ng ( Constantinou, Fenton, & Neil, 2012; Fenton , Freestone; Lee,

ark, & Shin, 2009; Lucas, de Bruijn, Schurink, & Hoepelman, 20 0 0;

an der Gaag, Renooij, Witteman, Aleman, & Taal, 2002; Wang, Xu,

ang, Yuan, & Wang, 2017; Wu, Xu, Zhou, & Qin, 2016; Yet et al.,

013; Zhang & Thai, 2016; Zhang, Wu, Ding, Skibniewski, & Yan,

013 ). However, knowledge elicitation from experts is expensive,

ime-consuming, and error-prone. When the number of BN vari-

bles are large, domain experts tend to have difficulties articu-

ating all the structural dependencies and independencies among

ariables. Alternatively, for a domain where human expert knowl-

dge is scare but sufficient data of observed cases are available,

N structure can be learned from data by searching for a structure

hat maximizes the chosen scoring function ( Cooper & Herskovits,

992; Gasse, Aussem, & Elghazel, 2014 ). Unfortunately, automatic

tructural learning from data is very difficult, because the number

f possible structures grows exponentially, which requires a large

mount of high-quality data to detect an accurate structure (S. H.

hen & Pollino, 2012 ). 

Our research deals with a domain (mass protests) that does

ot fit well with either purely expert driven or data-driven meth-

ds for structure learning, since the domain of mass protests is

till poorly understood, and expert knowledge tends to be par-

ial and incomplete. In the meantime, observation data on past

ass protest events are sporadic and limited. For such reasons,
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we explored more hybrid approaches where expert knowledge and

data-driven methods are combined ( Heckerman et al., 1995 ; Cano,

Masegosa, & Moral, 2011; Castelo & Siebes, 20 0 0; de Campos &

Castellano, 2007; Masegosa & Moral, 2013 ). Julia Flores, Nichol-

son, Brunskill, Korb, and Mascaro (2011) provided an approach

to incorporate different kinds of expert knowledge such as direct

causal connections, causal dependency, correlation , and temporal or-

der . Apart from that, Amirkhani and Rahmati (2015), Chang, Brauer,

and Stetter (2008) , and Amirkhani, Rahmati, Lucas, and Hommer-

som (2017) proposed approaches to aggregate opinions of multi-

ple experts and deal with inconsistencies. In our effort of con-

structing a BN model for the mass protest domain, we followed

Amirkhani and Rahmati (2015) who used multiple experts to de-

rive an initial structure of causal relationships among variables,

and then used such ordering information to constrain the search of

best BN structure from data (based on K2 algorithm). Their insight

was that data-driven structure learning algorithms like K2 ( Cooper

& Herskovits, 1992 ) can benefit from expert knowledge on how

variables influence each other causally. Such knowledge provides

the basis for deriving information about node ordering which is

critical for K2 algorithm to work well with limited data. While this

method fits well with our application, we encountered the chal-

lenge that experts had tremendous difficulties in articulating their

knowledge on the causal structure of the whole problem domain.

Instead, we found that experts were much more comfortable judg-

ing if a pair of variables are causally related. To address this issue,

we introduced Interpretive Structural Model (ISM) ( Warfield, 1974 )

which offers a computer-aided knowledge reasoning technique

that algorithmically derives an influence diagram model of a do-

main based on a set of pairwise judgement from experts. With

ISM, experts are only asked to judge if a pair of BN variables have

direct causal dependency. Based on such expert inputs, a Structural

Self-Interaction Matrix is constructed and used to infer (algorithmi-

cally) all indirect dependencies (see Section 2.2 for details). This is

a significant advance in BN structure learning methods since the

introduction of ISM technique simplified the knowledge elicitation

task and generate more reliable model of causal structures. 

We have captured the above BN structure learning method

into a novel method named “ISM-K2.” We compared the ISM-K2

method with three baseline methods (logistic regression method,

the pure expert-driven (“ISM only”), and the pure data-driven

(“K2 only”)) and found that ISM-K2 performs better in predict-

ing threats. Building on this methodology advance, we formalize

our threat assessment solution as a Bayesian Network for Scenario

Generation (BNSG) framework, which specifies how a Bayesian Net-

work can be configured, trained, and used to reason about possible

threats of future states or to support “what-if” questions for com-

paring the effects of different policing decisions. 

Our work has two-fold contributions. First, it advances our ca-

pability to anticipate threats of mass protests by a flexible and ex-

tensible probability casual model. This model can be used to eval-

uate different alternative intervention strategies by asking “what-

if” questions. Second, we innovated the method of BN structure

learning with the ISM-K2 approach that couples expert knowledge

with knowledge learned from data of mass protest cases. A shorter

version of the current work has been published in ( Huang et al.,

2018 ), where ISM-K2 was only briefly mentioned as part of the

technical approach for Bayesian network modeling of threats in the

domain of mass protests. The current paper provides more theoret-

ical conceptualization and detailed articulation of ISM-K2 method

in the context of intelligent systems literature to highlight its nov-

elty. 

The remainder of this paper is structured as follows.

Section 2 provides an overview of the framework we followed in

constructing Bayesian network models for mass protests in China.

Section 3 demonstrates the advantages of the ISM-K2 structure
earning through comparing the performance of our BN model

ith other baseline models. Section 4 discusses the significance of

he ISM-K2 method both in methodological innovation and in its

mpact to the practice of Bayesian network modeling. We conclude

he paper by reflecting on possible directions for future work. 

. Materials and methods 

Here we describe the data sources and methods we use to

onstruct a Bayesian network model of mass protests. We follow

 scenario-based approach to develop a BN model for assessing

hreats of mass protests. Scenarios in this context refer to differ-

nt possible states of a mass protest that can be represented as in-

tantiations of key attributes and their probability distributions. A

ayesian network model allows learning from past cases and an-

icipating future scenarios based on observations or hypotheses.

ig. 2 offers an overview of our BNSG framework for constructing

 Bayesian network model for mass protests. In this framework,

N structure is learned from historical data and knowledge in the

ead of experts. It involves three phases of activities (as illustrated

n Fig. 2 ). In Phase I , we identify driving forces, capture them as the

N variables and assign these variables to different states. In Phase

I , we construct the BN model, where the structure is obtained us-

ng ISM and K2 algorithm, and parameters are obtained using the

AP algorithm ( Heckerman et al., 1995 ). In Phase III , we use BN

orward inferences to get future scenarios and assess the future

hreats of ongoing mass protests, and BN backward inferences to

dentify the best policing to minimize threats. 

We recruited three experts from the public safety professionals

n the municipal police department of Beijing, China. There experts

ere consulted at various stages of our modeling process to elicit

nowledge about key variables and their dependencies. Meanwhile,

e have access to data on historical records of mass protests in

hina from 1998 to 2016 ( Huang et al., 2017 ). Such records are

exts retrieved from several Chinese news websites and stored in

 relational database for easy retrieval. We manually cleaned this

ata to eliminate duplicated and irrelevant records. Eventually, we

btained 3394 mass protest cases usable for this study. Each of

hese cases has a few metadata attributes such as the year and

he location , but majority of the information needed for BN con-

truction is buried in the textual description and must be extracted

hrough human interpretation assisted by valid coding scheme. 

.1. Phase I: identify BN variables 

First, we need to identify BN variables that represent the do-

ain of mass protests. These variables should include the threat

actors as well as factors that have influence on threats. There is

 general consensus that the threat of a mass protest can be mea-

ured by the degree of collective violence ( Wood, 2014 ), the duration ,

nd the casualties ( Wei et al., 2014 ). To identify the threat produc-

ng factors, we analyzed the literature of mass protests and con-

ulted experts to identify factors that play critical roles in the evo-

ution process of mass protests. These factors can be categorized

nto three types of elements: background factors, organizational fac-

ors , and policing factors . Background factors are used to describe

he formation environment of mass protests, including the location

 Wei et al., 2014 ), the protest goal ( Coser, 1956 ), and the protest tar-

et ( Martin, McCarthy, & McPhail, 2009 ). Organizational factors

efer to the human structure of a gathering, including the relation-

hip among participants ( Pruitt, Kim, & Rubine, 2004 ), the organi-

ation degree , and the number of participants ( Xiao, 2014 ). Polic-

ng factors refer to the way in which a protest is handled by po-

ice agencies, including the police number , and the police strategy

 Skolnick, 2010 ). The set of these 11 factors, X = { X , . . . , X } de-
1 11 
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Fig. 2. The process flow of BNSG framework. 

Table 1 

States of BN variables Set. 

Type BN variables States of variables 

Background factors Location (L) s1 Village; s2 Town; s3 City 

Goal (G) s1 Fair appeal; s2 Right appeal; s3 Emotion appeal 

Target of protest(T) s1 Authorities; s2 Institutions; s3 Companies; s4 Civilians 

Organizational factors Relationship (R) s1 Relatives and friends; s2 Geo-relationship; s3 Colleagues; s4 Spontaneous 

Organization (O) s1 Unorganized; s2 Organized 

Participant number (N) s1 < 10; s2 10–100; s3 10 0–10 0 0; s4 10 0 0–10,0 0 0; s5 > 10,0 0 0 

Policing factor Police number (P 1 ) s1 0; s2 1–10; s3 10–100; s4 10 0–10 0 0; s5 > 10 0 0 

Police strategy (P 2 ) s1 Police absence or do nothing; s2 Soft negotiated management; s3 Arresting; s4 Physical force; 

s5 Less-lethal weapons 

Threat factors Degree of collective 

violence (V) 

s1 Non-violent (like sitting quietly, putting out banners, and strikes); s2 Low violent (like blocking 

roads, and disorderly conducts); s3 High violent (like beating, smashing, looting, and burning) 

Duration (D) s1 1–2 h; s2 2h-1d; s3 1–7d; s4 > 7d 

Casualties (C) s1 None; s2 < 10 injured; s3 > = 10 injured or > 0 dead 
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nes nodes in our BN model. These 11 BN variables are shown in

able 1 

Next, we must also find out what values can be assigned to

ach variable X i . This task is accomplished by manually coding

ecords of historical protests, D = { C 1 , …, C m 

}. This process involves

nterpretive analysis of all possible states ( x 1 
i 
, . . . , x 

r i 
i 
) of each BN

ariable X i and use this coding scheme to tag observations in

he data set D . Developing and validating our coding scheme was

uided by the Grounded Theory ( Glaser, 1978 ), which is an in-

uctive methodology for discovering themes or categories through

ualitative analysis. 

We determine the range of discrete values that are sufficient for

haracterizing the state of each variable. To code our 3394 cases of

ass protests, we recruited 20 coders, who are graduate students

ith some understanding of emergency management. The specific

rocess consists of three steps: 

(1) Generate assignment rules. We randomly selected 200 cases

of our data and divided them equally to the 20 coders. The

coders independently labeled each case. Then, the coders

discussed the states of variables they generated and deter-

mined the assignment rule. The assignment rules are sum-

marized in Table 2 showing various states that the 11 vari-

ables can take. 

The categorical variables (like location, goal, and targets) were

oded based on the actual data and coding rules in mass protest
olicing research ( Davenport, Soule, & Armstrong, 2011; Earl &

oule, 2010; Shao, 2017 ). For example, we divided protest targets

nto three categories: authorities, companies, and civilians (follow-

ng Shao (2017) ). In our dataset, we found that some protests were

argeting institutions like hospitals and schools. This prompted us

o add “institutions” as a new category. Some variables (like du-

ation and casualties) were measured in continuous value range

n the case records, and they were re-coded using the process

f discretization. We combined two commonly used discretiza-

ion techniques: the equal-width method and the equal-frequency

ethod (S. H. Chen & Pollino, 2012 ), as the former (which di-

ides the range of values into a predefined number of intervals of

qual-width) is unsuitable if extreme outliers exist, and the lat-

er (which categorizes data using intervals containing the same

umber of data) is unsuitable if there are relatively high occur-

ences of a few values. For instance, when we coded the histor-

cal records of mass protests, we found that the duration vari-

ble takes a wide range of values, from a few hours to a few

ays ( Fig. 3 ). Most observed protests ended within one day, and

bout one-third of them ended within two hours. Those few

ass protests that lasted more than one week are considered

utliers. Based on this distribution pattern, we coded durations

nto four discrete values: ‘1–2 h,’ ‘2h-1d,’ ‘1–7d,’ and ‘ > 7d’ If a

ecord has missing information on duration, we set it to be a de-

ault (‘1–2h’ or ‘2h-1d’) that approximates the duration value with

igh-frequency(mode). 
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Table 2 

States of BN variables Set. 

Type BN variables States of variables 

Background factors Location (L) s1 Village; s2 Town; s3 City 

Goal (G) s1 Fair appeal; s2 Right appeal; s3 Emotion appeal 

Target of protest(T) s1 Authorities; s2 Institutions; s3 Companies; s4 Civilians 

Organizational factors Relationship (R) s1 Relatives and friends; s2 Geo-relationship; s3 Colleagues; s4 Spontaneous 

Organization (O) s1 Unorganized; s2 Organized 

Participant number (N) s1 < 10; s2 10–100; s3 10 0–10 0 0; s4 10 0 0–10,0 0 0; s5 > 10,0 0 0 

Policing factor Police number (P 1 ) s1 0; s2 1–10; s3 10–100; s4 10 0–10 0 0; s5 > 10 0 0 

Police strategy (P 2 ) s1 Police absence or do nothing; s2 Soft negotiated management; s3 Arresting; s4 Physical force; 

s5 Less-lethal weapons 

Threat factors Degree of collective 

violence (V) 

s1 Non-violent (like sitting quietly, putting out banners, and strikes); s2 Low violent (like blocking 

roads, and disorderly conducts); s3 High violent (like beating, smashing, looting, and burning) 

Duration (D) s1 1–2 h; s2 2h-1d; s3 1–7d; s4 > 7d 

Casualties (C) s1 None; s2 < 10 injured; s3 > = 10 injured or > 0 dead 

Fig. 3. Distribution of cases based on the length of their duration. 
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(2) Code all the cases . The coders labeled the remaining cases

following the assignment rules established in (1) . In case the

value of a variable could not be identified from the records

of a case in our dataset, we asked the coders to search the

Internet for additional information about the case. If the

coder was still unable to define the value, the case would

be removed from our case library. After this step, 3394 cases

were coded completely. 

(3) Reliability test . To ensure the quality of human-coded data,

we randomly sampled the cases and calculated agreement

statistic. The sample size we need for reliability check is cal-

culated by 

n = 

( N − 1 ) ( SE ) 
2 + P · Q · N 

( N − 1 ) ( SE ) 
2 + P · Q 

, 

where N is the population size (3394), P is the estimate agreement,

Q = 1- P , and SE is the standard error ( Riff, Lacy, & Fico, 2014 ). Sup-

pose P = 0.9 and the desired confidence level is 0.05. Then the z

score of a two-tailed test is 1.96 and SE = 0.05/1.96 = 0.026. The re-

sult is n = 129. Then we randomly selected 129 cases from 3394

cases and asked another coder to re-code them. Now we can cal-

culate the agreement statistic for each variable using a formula

P i = 

OA −EA 
1 −EA 

, where OA is the observed agreement and EA is the

expected agreement ( Scott, 1955 ). For instance, when we calcu-

lated agreement statistics for the organization variable, we found

there were 12 inconsistent cases, so OA = 

129 −12 
129 = 0 . 907 . The two

coders made a total of 258 coding decisions, where 112 deci-
ions (43.4%) selected un-organized, and 146 decisions (56.6%) se-

ected organized, so EA = 0.434 2 + 0.566 2 = 0.509. Then we calcu-

ated the agreement statistic for organization, P i = 

0 . 907 −0 . 509 
1 −0 . 509 =

 . 811 . Riff et al. (2014) suggested that 0.8 indicates adequate re-

iability, so the reliability of the organization is acceptable. At last,

394 cases of mass protests were coded reliably. 

.2. Phase II: BN construction 

.2.1. Step 1: structure learning 

In this phase, we randomly select 2545 cases (from the total

f 3394 cases) as our training data to learn the BN structure and

arameters. The other 849 cases are reserved for testing the effec-

iveness of the BN model. The ratio of training data to testing data

s about 3:1. 

We use the ISM-K2 method to learn the BN structure. K2 algo-

ithm Cooper & Herskovits, 1992 ) takes the following inputs: ( (1)

 set of variables X = { X 1 , . . . , X n } , (2) a database D containing m

ases D = { C 1 , …, C m 

}, (3) an ordering O on the nodes, and (4) an

pper bound u on the number of parents a node may have. Given a

andidate structure B S , the joint probability of B S and D is ( Cooper

 Herskovits, 1992 ): 

 ( B S , D ) = P ( B S ) 
n 

�
i =1 

q i 

�
j=1 

( r i − 1)! 

( N i j + r i − 1)! 

r i 

�
k =1 

N i jk ! 

= P ( B S ) 
n 

�
i =1 

g( X i , P a ( X i )) (1)
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Fig. 4. The relationships among various variables needed to be consulted. 
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final ISM is shown in Fig. 5 . 
n denotes the number of these nodal variables. q i denotes the

umber of Pa ( X i ), which means the parent nodes of X i . r i denotes

he number of values of X i . N ijk denotes the number of cases in D

n which variable X i takes its k th value and its parents Pa ( X i ) take

he j th value; N i j = 

∑ r i 
k =1 

N i jk . The most probable B S can be found

y determining which one of those candidate structures maximizes

he joint probability, namely ma x B S [ P ( B S , D ) ] . 

K2 algorithm is highly sensitive to the initial ordering of vari-

bles. To obtain a rational ordering O for K2 learning, we use the

SM method ( Warfield, 1974 ) to derive an influence diagram show-

ng both direct and indirect relationships among components. A

roup of experts are recruited from public safety agencies that

ave years of practical experiences in managing mass protests.

hey are asked to complete two rounds of surveys to provide their

udgement on a series of one-to-one relationships among BN vari-

bles. Based on this survey data, an influence diagram is obtained

y transforming a Structural Self-Interaction Matrix (SSIM) into a

eachability matrix (M). This influence diagram is the basis to ob-

ain the ordering information for BN structure. 

Following ISM-K2 method, we obtained the BN structure in two

teps: 

[Step 1] Discovering the ordering information among BN variables .

he specific procedures are as follow: 

(1.1) Establish pair-wise influential relationships among BN variables

from domain experts . To establish causal relationships among

the 11 variables in Table 1 , we consulted three experts (re-

cruited from the public safety professionals) through two

rounds of questionnaire surveys based on the Delphi method

( Dalkey & Helmer, 1963; Lee, Cho, Hong, & Yoon, 2016 ). In

the first round, experts are asked to judge on the relation-

ship between each pair of variables (For example, “Does the

protest target (T) influences the organization (O)?”). If more

than two experts reach the consensus about a relationship,

it will be determined. Otherwise, it would be ‘undecided.’ In

the second round, we summarized all experts’ opinion about

the relationships and sent the summary to the experts who

made re-assessment on those “undecided” relationships un-

til reaching the consensus. 

Our questionnaire was carefully designed to avoid asking ex-

erts to evaluate relationships that are unlikely to happen. This has

ffectively reduced the size of the questionnaire to 65 relationships

hown in Fig. 4 . In doing so, we make the following assumptions:

1) a background factor may affect all factors other than itself; (2)

n organizational factor may affect other organizational factors, all

olicing factors and all threat factors; (3) a policing factor may af-

ect the other policing factor and all threat factors, and (4) a threat

actor may affect other threat factors. 

Based on the data returned from the three experts, we were

ble to determine all the 65 pairs of relationships. This data is

oded into a matrix that reflects the relationships among the 11

N variables. 

(1.2) Establish the Structural Self-Interaction Matrix SSIM = [ a ij ] n × n .

For any pair of variables X i and X j from the set X =
{ X 1 , . . . , X n } , a ij denotes the direct relationship between

them. 

a i j = 

{
1 X i is related to X j 

0 no relationship between X i and X j 
(2) 

Based on expert survey, a SSIM is derived: 

L G T R O N P 1 P 2 V D C 

SSIM = 

L 

G 

T 

R 

O 

N 

P 1 

P 2 

V 

D 

C 

⎡ 

⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎣ 

0 0 0 1 0 0 1 1 1 0 0 

0 0 1 1 1 0 0 0 1 0 0 

0 0 0 0 1 0 1 1 1 0 0 

0 0 0 0 1 1 0 0 1 0 0 

0 0 0 0 0 1 0 0 1 0 0 

0 0 0 0 0 0 1 1 1 1 1 

0 0 0 0 0 0 0 1 1 1 1 

0 0 0 0 0 0 0 0 1 1 1 

0 0 0 0 0 0 0 0 0 1 1 

0 0 0 0 0 0 0 0 0 0 0 

0 0 0 0 0 0 0 0 0 0 0 

⎤ 

⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎦ 

Location 

Goal 

Target 

Relationship 

Organization 

Participant number 

Police number 

Police strategies 

Voilence 

Duration 

Casualties 

(1.3) Calculate the reachability matrix M from SSIM. Ma-

trix M denotes whether there is a connected path

from one variable to another. M can be obtained by

M = ( SSIM + I ) k + 1 = ( SSIM + I ) k � = ( SSIM + I ) k − 1 , where k (1

to n) refers to the length of the longest path in SSIM. 

L G T R O N P 1 P 2 V D C 

M = 

L 
G 

T 

R 

O 

N 

P 1 

P 2 

V 

D 

C 

⎡ 

⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎣ 

1 0 0 1 1 1 1 1 1 1 1 

0 1 1 1 1 1 1 1 1 1 1 

0 0 1 0 1 1 1 1 1 1 1 

0 0 0 1 1 1 1 1 1 1 1 

0 0 0 0 1 1 1 1 1 1 1 

0 0 0 0 0 1 1 1 1 1 1 

0 0 0 0 0 0 1 1 1 1 1 

0 0 0 0 0 0 0 1 1 1 1 

0 0 0 0 0 0 0 0 1 1 1 

0 0 0 0 0 0 0 0 0 1 0 

0 0 0 0 0 0 0 0 0 0 1 

⎤ 

⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎦ 

Location 

Goal 
Target 
Relationship 

Organization 

Participant number 
Police number 
Police strategies 
Voilence 
Duration 

Casualties 

(1.4) Partition M into different levels to construct the influence dia-

gram . Define the reachability set R ( X i ) as elements that are

reachable from X i (including X i ), and the antecedent set A ( X i )

as the elements that can reach X i (including X i ). We can de-

rive a level for each element according to R ( X i ) = R ( X i ) ∩ A ( X i ).

Once the top-level elements are identified, they will be

separated out from the other elements. The same process

undergoes iterations until the levels of all elements are

achieved. 

All the BN variables in our study are partitioned into eight lev-

ls as: L 1 = { D, C }, L 2 = { V }, L 3 = { P 2 }, L 4 = { P 1 }, L 5 = { N }, L 6 = { O }, L 7 = { T,

 },and L 8 = { L, G }. 

(1.5) Draw the direct links and derive the directed acyclic graph . The
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Fig. 5. ISM model of mass protests. 

Fig. 6. BN structure of mass protests. 
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From Fig. 5 we can infer the following ordering information: 

(1) The order of the nodes is (the location L, the protest goal

G), (the protest target T, relationship R), organization O, the

number of participants N, police number P 1 , police strategy

P 2 , the degree of collective violence V, (the duration D, and

casualties C). There is no order between the nodes in one

parenthesis, like L and G, T and R, and C and D. 

(2) The maximal number of parent nodes is 9 (which equals the

maximal parent-number of D and C). 

[Step 2] Learning BN structure from data . We used the ordering

information derived from step 1 as input to the K2 algorithm and

constructed a BN structure through learning the 2545 training data

cases. The result of the K2 structural learning is shown in Fig. 6 . 

Comparing Fig. 5 with Fig. 6 , it can be observed that some con-

nections in Fig. 5 disappear in Fig. 6 (e.g., the connection between
he relationship and organization), while new connections emerge

e.g., the connections between the organization and the violence

egree), which indicates the discrepancy between expert judgment

nd the observations from real cases. 

.2.2. Step 2: parameter learning 

Based on the BN structure and the 2545 training cases, we use

he parameter learning algorithm, MAP, that comes with GeNIe 2.2

oftware ( BayesFusion, 2017 ) to learn the conditional probability

able. The goal of this step is to determine the conditional prob-

bility θi jk = p(x k 
i 
| Pa ( X i ) 

j ) , which represents the probability when

 i takes the k th value and Pa ( X i ) take the j th state configuration.

his is computed by the MAP (maximum a posteriori) algorithm

 Zhou, Fenton, & Zhu, 2016 ). Using a training dataset D T , the esti-

ated value of θ ijk (denoted as θ ∗
i jk 

) is calculated as: 

∗
i jk = 

N i jk + αi jk 

N i j + αi j 

(3)

here N ijk is the number of cases in D T in which variable X i 

akes its k th value and its parents Pa ( X i ) take the j th value. N i j =
 r i 
k =1 

N i jk . We set a i j = 

∑ r i 
k =1 

a i jk where αijk is a hyper-parameter

eflecting an experts’ guess of the virtual data counts of the pa-

ameter θ ijk . When there is no related expert judgment, people

ypically use αijk = 1 or αi jk = 

1 
r i q i 

( Heckerman et al., 1995 ), where

 i denotes the number of values of X i and q i denotes the number

f the parent nodes of X i . In our case study, we set αi jk = 

1 
r i q i 

due

o lack of expert input. 

The final Bayesian Network model is shown in Fig. 7 . Each vari-

ble has a conditional probability (CPT). For brevity, we only show

he CPT of the organization . Reading the probability of the first cell

n the CPT, we can find that, if the protest goal is a fair appeal (s1)

nd the target is the authority (s1), the probability that the protest

s un-organized (s1) is 0.7. 

.3. Phase III: scenarios reasoning 

The trained BN model can be used to support decision-making

n managing mass protests. There are two main goals in this phase:

[Goal 1] Generate possible future states of a protest and as-

ess the nature and level of threats. This goal is achieved using

orward reasoning ( Al-Ajlan, 2015 ) on the BN model. When new

bservations and facts of an ongoing mass protest become avail-

ble, the BN model updates the corresponding BN variables with

reater certainty, and reason about the new value distributions of

he other variables. The value states of all variables ( S 1 , S 2 ,…, S n )

orm different scenarios where the levels of threats can be as-

essed by inferring the posterior probability of each scenario P ( S i | E )

or those threat-related variables. 

[Goal 2] Identify the policing decision that can minimize the

hreats. This goal is achieved through backward inference on the

N model ( Al-Ajlan, 2015 ). It starts with setting the expected level

f threats and reasoning about the alternative policing actions that

re likely to produce such outcome. For example, suppose that the

olice have set the goal of responding mass protests to be minimiz-

ng casualties , our BN model can respond to the question: “which

olice strategy (among several alternatives) is most likely to be the

est choice?” Suppose that the current set of evidence is E . Then

et ( E ∪ 

′ ′ Casuality = 0 ′ ′ ) as evidence, and we can identify the police

trategy with the highest posterior probability in this situation. 

During an ongoing mass protest, the BN model can be used to

ssess threats based future scenarios generated from current obser-

ations of BN variable states. It can also be used to identify proper

ntervention strategies to minimize threats. To illustrate such po-

entials in concrete contexts, we will use a hypothetical example

o show how this works. 
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Fig. 7. BN of mass protests (BN ISM-K2 ). 
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Suppose that there is a mass protest caused by the falling prop-

rty price. The current observations are: 

In a city X, the real-estate market fared poorly, and developers

tart to dole out properties for steep discounts. Some homeowners

ere so aggrieved that they gathered in protest outside the sales office

f a property developer, and demanded money to be refunded. As the

emand was refused, the crowd started to express anger and a mass

rotest emerged. 

When the police receive the alert at time t 1 , the state

f the protest, E t1 , is characterized by L (location) = “city”, G

goal) = “fair appeal”, T (target) = “companies” and R (relation-

hip) = “geo-relationship”. We can plug E t1 to the BN ISM-K2 model

nd infer the posterior probability of other variables. Here we

se pie charts and ring charts ( Champion & Elkan, 2017 ) to il-

ustrate our results so that we can compare two posterior prob-

bilities of different evidences easily. Such probabilistic reasoning

s especially useful in comparing different intervention strategies.

ig. 8 (a) shows the BN inference results under E t1 . The pie charts

re rendered in the way that the size is proportional to the pos-

erior probability of each value of a BN variable, and the slices

re allocated in clockwise order starting at the 12 o’clock position.

he evidence E t1 ( L = “city”, G = “fair appeal”, T = “companies” and

 = “geo-relationship”) is represented by pie charts with dark cir-

les where the interior of the pie chart is colored entirely with the

ssociated color of the evidence value. From Fig. 8 (a) it can be seen

hat the most likely N ( number of participants ) is “10–100 ′′ , which

eans the protest is not large in scale. Public safety officials decide

o send several police officers to the scene, but they need to esti-

ate how many police officers should be dispatched. Suppose that

he goal is to minimize casualties. Then set ( E t 1 ∪ 

′ ′ Casuality = 0 ′ ′ )
s evidence, we can infer the number of police officers (P 1 ) using

ackward inference on the BN model, as seen in Fig. 8 (b). The sug-

ested strategy is to dispatch 10 or less officers (P 1 < = 10). 

The managers take the recommendation to send 5 police officers to

he scene. However, the police have not been able to calm the crowd’s

nger. More and more homeowners have been notified to come. At

ime t 2 , the crowd starts to march to the city hall. The elevated level

f threats leads the manager to dispatch another 100 police officers to
he scene. b  
Fig. 8 (c) illustrates the state of the protest at time t 2 , where

he value of T (target) is changed to “authorities ” (colored in blue),

 ( organization ) is “organized” (colored in red), N ( participant num-

er ) is “> 10 0 0 ′′ (colored in yellow), and P 1 ( police number ) is “100–

0 0 0 ′′ (colored in yellow). It can be inferred that the threat of the

ass protest is escalated and collective behaviors are most likely

o be low-violent . 

When police intervention is deemed necessary, public safety of-

cials may have multiple intervention strategies at hand, and it is

mportant the likely outcome of each alternative strategy. Suppose

hat one strategy ST 1 is “negotiation ” and another one ST 2 is “ar-

esting .” These two strategies can be compared by computing the

osterior probability distributions on two observations: 

E t2 ,1 ( L = “city”, G = “fair appeal”, T = “authorities”, R = “geo-

relationship”, O = “organized”, N = “10 0 0–10 0 0”, P 1 = “10 0–

10 0 0”, P 2 = “negotiation”), and 

E t2 ,2 ( L = “city”, G = “fair appeal”, T = “authorities”, R = “geo-

relationship”, O = “organized”, N = “10 0 0–10,0 0 0”, P 1 = “10 0–

10 0 0”, P 2 = “arresting”). 

Fig. 8 (d) shows the results under these two sets of evidences,

here the inner pie charts represent the posterior probability dis-

ributions of E t2 ,1 , and the outer ring charts represent the posterior

robability distributions of E t2 ,2 . The pie charts and the ring charts

how obvious differences in the posterior distributions of V (vio-

ence degree) and C (casualties). In particular, E t2 ,2 is more likely

o induce lower violence and no casualty. This suggests that, at

ime t 2 , the better intervention strategy is to “arrest the leaders

f protesters” rather than negotiating with them. 

. Evaluation of ISM-K2 structure learning method 

In order to demonstrate the advantages of ISM-K2 structure

earning method, we compared the threat prediction performance

f ISM-K2 with three other base-line models: (1) the logistic re-

ression (LR, the current prediction method in the protest research

arl et al., 2003 )), (2) the BN constructed only by domain knowl-

dge elicited from ISM (BN ISM 

), and (3) the BN constructed only

y data learning with the Tree Augmented Naïve (TAN) algorithm
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Fig. 8. Threat assessment of a mass protest caused by the falling property price. 
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( Friedman, Geiger, & Goldszmidt, 1997 ) (BN TAN ). The goal is to an-

swer the question: Is there any advantage of using our method of BN

structure learning (ISM-K2) compared with other baseline methods ? 

The results of the two base-line BNs are shown in Fig. 9 . 

Comparing Fig. 9 and Fig. 7 , we can see that the BN ISM-K2 model

picked up relationships that are missing in the other two models.

For example, the connection between organization and violence de-

gree emerged in BN ISM-K2 , but not in the BN ISM 

model. The con-

nection between police strategy and the duration exists in BN ISM-K2 ,

but is missing in the BN TAN model. Besides, the BN ISM-K2 model

avoids some counterintuitive relationships in the BN TAN model like

the arrow from casualties to violence degree. 

We computed the training performance and prediction perfor-

mance of LR model and all these three BN models, as shown in

Figs. 10 and 11 . Performance is measured by the result of casualty

since it is significant for characterizing the threats of mass protests.

The performance measures are overall accuracy (OA) of all casu-

alty states, recall, precision, F 1 score and area under the curve of

receiver operating matrix (AUC). OA is the proportion of correctly

retrieved instances among all of the data. Recall is the same as

the true positive rate, which means the proportion of relevant in-

stances that have been retrieved over the total number of relevant

instances. Precision is the proportion of relevant instances among

the retrieved instances. The F 1 score is the harmonic mean of the

values of recall and precision. AUC equals to the probability that

a randomly chosen positive instance is ranked higher than a ran-

domly chosen negative one (assuming positive ranks higher than

negative) ( Fawcett, 2006 ). 
Comparing Fig. 10 and Fig. 11 , we can draw a few findings. 

1) BN ISM 

performs the worst in both training and prediction. It

cannot detect mass protests with more than 10 injured or some

deaths (s3). This is consistent with our expectation that relying

only on expert knowledge to assess mass protests threats is un-

reliable. 

2) LR has the best OA in training performance. However, for pre-

dicting performance, it is worse than BN TAN and BN ISM-K2 . That

is to say, LR is suitable for fitting, but not for prediction. 

3) BN TAN and BN ISM-K2 perform similarly for events with light ca-

sualties (s1 and s2). While for events with heavy casualties (s3),

BN ISM-K2 performs better both in training and prediction. That

is to say, BN ISM-K2 works the best in determining the events

that may lead to severe threats, which is important to emer-

gency preparedness and response. 

. Discussion and practical applications 

We have argued the benefit of using Bayesian Network to con-

truct a model of mass protest domain, and demonstrated the fea-

ibility of such solution by actually constructing a BN model based

n data of historical mass protest cases in China. The most difficult

art of this work lies in the identification of proper BN structure

hat best represents the domain and supports efficient reasoning

hrough probability propagation. Following a hybrid approach for

tructure learning, we innovated the way that expert knowledge

bout a domain can be elicited, processed, and integrated with
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Fig. 9. Base-line BNs of mass protests. 

Fig. 10. Training Performance of 2545 Cases. 

Fig. 11. Prediction Performance of 849 Cases. 
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tructure learning algorithms to discover the best BN structure.

s shown in Section 3 , ISM-K2 is more practical and workable,

nd it produces BN models with better training and reasoning

erformances. This method works well for modeling complex do-

ains where the data is scarce and domain knowledge is under-

tood poorly. To our knowledge, we are the first in using ISM-K2
o achieve meaningful integration of data and expert knowl-

dge in BN structure learning. Hu, Tang, and Qiu (2015) have

lso claimed the use ISM-K2 in BN structure learning. However,

heir work used literature instead of expert input as the basis

or deriving ordering information, and they provided no detailed

ethodology for eliciting the expert information with ISM method.
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Fig. 12. The confusion matrix of police numbers. 

Fig. 13. The confusion matrix of police strategies. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 14. The concordance between the recommended and recorded police numbers. 

Fig. 15. The concordance between the recommended and recorded police strate- 

gies. 
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Therefore, their use of ISM method was partial. In this paper, we

present a detailed case study of obtaining the ordering information

for BN nodes through a much fuller application of ISM method,

where multiple experts are consulted through several rounds of

questionnaire surveys. 

The significance of our work may also be appreciated from

the potential of impacting practical policing decisions in the event

of mass protest. To investigate whether our BN model could be

used for making policing recommendations, Section 2.3 showed

how public safety analysts can use our BN model to generate rec-

ommendations of policing actions (police number (P 1 ) and police

strategy (P 2 )) given the goal of minimizing casualty. Given the

target as no casualty ( C = s1), we run an interventional query of

argmax(P 1 ,P 2 )[ P (C = s 1 |E,P 1 ,P 2 )] on the BN model to find the most

possible policing actions. 

We also analyzed the level of concordances with respect to

the recorded police numbers involved and police strategies adopted

in mass protests in the 849 testing cases. Figs. 12 and 13 show

confusion matrixes summarizing the aggregated discrepancies be-

tween the recorded policing actions and the top recommendations

provided by the BN ISM-K2 model. The diagonal cells represent the

concordant cases, and others are dis-concordant cases. Cells high-

lighted in orange represent the most prevalent sources of discor-

dance. Overall, the percentage of concordant cases is high: 68% for

the police number and 60% for the police strategy. Most discor-

dant cases are close to the concordant cases, which means these

cases can be thought as partial consistent. Besides, we see that

the top recommended police number and strategies are consistent

with the observations in the majority of recorded cases, which are

“10–100 police officers” and “soft negotiate”. The hardest policing,

“> 10 0 0 police officers” and “using less-lethal weapons” are recom-

mended very rarely. 
Figs. 14 and 15 are stacked column graphs that summarize the

oncordances and dis-concordances with respect to different polic-

ng actions. We noticed an interesting pattern that a large major-

ty of those cases used more aggressive policing actions (like dis-

atching more than 100 police officers, using physical force, or us-

ng less-lethal weapons) than the recommendations by BN mod-

ls. There are two possible explanations for such pattern. First, the

hreats of these mass protests might be overestimated during deci-

ion making because of the incomplete information. Second, there

ight be goals other than no casualty that affected the policing de-

isions in those observed cases. 

Our ISM-K2 method of structure learning is generally applicable

o applications where a hybrid approach for BN structure learn-

ng is appropriate. However, we should note that Bayesian network

odel, BN ISM-K2 , that was constructed in Section 2.2 is specific

o China context, because the topological structure of the model

as partially learned from the historical cases of mass protests in

hina. We do not see this as a limitation, because mass protests

appen in specific social and legal contexts, and the BN model

hould reflect that nature. 

. Conclusion 

Mass protests require informed choice of response strategies

o reduce threats of violence and crime. Due to the complexity

nd uncertainty of fast evolving situations, former approaches for

hreat analysis like the logistic regression (LR) method have been

ess successful. In this paper, we propose the BNSG ( Bayesian Net-

ork for Scenario Generation ) framework to use Bayesian Network

odels to represent mass protest scenarios and assess possible
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hreats. The graphical nature of BN representation (like what we

ave in Fig. 7 ) enables the interacting relationships among key fac-

ors to be easily understood by public safety officials, and it is par-

icularly suitable for inference about risks and threats upon new

vidences. To overcome the bottleneck of constructing BN mod-

ls, we use the ISM-K2 approach which embraces the Interpretive

tructural Modeling (ISM) method to elicit domain knowledge and

he K2 algorithm to learn from historical data to achieve better

odeling outcomes. Compared with the logistic regression model,

he BN constructed only by expert knowledge from ISM, and the

N constructed only by data learning, the BN model learned by

ur proposed ISM-K2 approach has the best threat-predicting per-

ormance measured by precision, recall, and F1 score, especially

or events with heavy casualties, which is important to emergency

reparedness and response. BN model enables extensive “what-

f ” analysis and helps to identify the policing decision that can

inimize the threats, which allows the analysis to go beyond

he prediction accuracy and into improving threat management

nd decision support. To demonstrate the feasibility of our ap-

roach for supporting practical policing decisions, we compare the

odel-recommended policing strategies with the actual strategies

ecorded in historical protests. Results show that over 60% of the

redicted police strategies are consistent with observations. 

While offering modeling solutions to the domain of threat anal-

sis in mass protests, our work also advanced the method of BN

tructure learning. First, we propose an approach to help domain

xperts to elicit in-depth information with less workload, which

an provide decision support for complex decision problems where

he data is scarce and domain knowledge is understood poorly.

econd, the elicited information from our approach can be directly

sed by the structure learning algorithms contained in the com-

on BN software, which means it is easy to be applied. 

We plan to further refine our ISM-K2 method of BN struc-

ure learning in a number of directions. First, expert judgment on

hether there is causal dependency between two variables may

ot be as crisp as “yes” or “no.” Can we make use of expert judg-

ent even if some are fuzzy? We will investigate way to extend

SM-K2 method to represent and reasoning on fuzzy knowledge.

n examples of such effort s is fuzzy-MICMAC analysis ( Khan &

aleem, 2015 ) which can deal with experts’ uncertainty. Second,

e would like to make our BN model interactive and responsive to

ecision-relevant questions. Third, BN model of threats needs to be

ade sensitive to time, since mass protest are temporal processes

here causal relationships may evolve over time. 
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